
CS/IS242 : Cloud Computing - Security

General Information

Course Development

Basic Skill Status (CB08)

Course is not a basic skills course.

Course Special Class Status (CB13)

Course is not a special class.

Pre-Collegiate Level (CB21) Course Support Course Status (CB26)

Glendale College                Course ID 010438

Course Outline of Record Report       Cyclical Review - March 2024

Simon Mirzayan

CS/IS242

Cloud Computing - Security

CSIS

Fall 2024

(0701.00) Information Technology, General

(11.0101) Computer and Information Sciences, General.

Advanced Occupational

No

No

CCC000608689

03/13/2024

04/16/2024

03/13/2024

CS/IS 242 focuses on protecting the confidentiality, integrity and availability of computing
systems and data. Students learn how Amazon Web Service (AWS) uses redundant and
layered controls, continuous validation and testing, and a substantial amount of automation
to ensure the underlying infrastructure is continuously monitored and protected. Students
examine the AWS Shared Responsibility Model and access the AWS Management Console to
learn more about security tools and features provided by the AWS platform. This course will
provide labs to reinforce the course content and practice securing cloud Information
Technology.
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Advisory
CS/IS240 - Cloud Computing - Fundamentals (in-development)

Objectives
Describe the cloud computing model.
Describe examples of infrastructure as a service.
Describe examples of platform as a service.
Describe examples of software as a service.
Identify and mitigate security concerns associated with cloud computing.

Entry Standards

Cross Listed or Equivalent Course



Specifications
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Methods of Instruction Lecture

Methods of Instruction Laboratory

Methods of Instruction Discussion

Methods of Instruction Demonstrations

Out of Class Assignments

Projects (i.e. Monitoring and Logging)
Labs (i.e. Managing User Credentials)

Methods of Evaluation Rationale

Exam/Quiz/Test Exams (i.e. M/C tests and quizzes)

Project/Portfolio Projects (i.e. Monitoring and Logging)

Evaluation Labs (i.e. Managing User Credentials)

Textbook Rationale

No Value

Textbooks
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Materials Fee
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Learning Outcomes and Objectives

Course Objectives

Describe security best practices employed with AWS applications.

Manage security groups, access control lists, users, roles and permissions.

Support multi-factor authentication in their AWS applications.

Monitor and log security events using AWS tools.

SLOs

Expected Outcome Performance: 70.0Explain the security benefits and responsibilities when using cloud services.

ILOs
Core ILOs

Communicate clearly, ethically, and creatively; listen actively and engage respectfully with others; consider situational,
cultural, and personal contexts within or across multiple modes of communication.

CSIS
Information Technology -
A.S. Degree Major

Demonstrate an understanding of ethical concern associated with information technology including access, reliability,
legal, ethical, and accuracy; identify types of computer crime; select, access, and use appropriate sources.

Demonstrate installing, configuring, and maintaining computer and mobile devices, including diagnosing, resolving, and
documenting common hardware and software.

Demonstrate the proper server operation procedures, maintenance procedures and managing risks associated with real
world networks.

CSIS
Information Technology
Certificate

Demonstrate an understanding of ethical concern associated with information technology including access, reliability,
legal, ethical, and accuracy; identity types of computer crime; select, access, and use appropriate sources.

Demonstrate installing, configuring and maintaining computer and mobile devices, including diagnosing, resolving and
documenting common hardware and software.

Demonstrate the proper server operation procedures, maintenance procedures and managing risk associated with real
world networks.

CSIS
Computer Science - A.S.
Degree Major

Prepare a software project to implement a single scientific, mathematical, business, or technical function.

CSIS
Computer Science -
Certificate

Prepare a software project to implement a single scientific, mathematical, business, or technical function.

CSIS
Computer Support
Technician 

demonstrate an understanding of computer structure and operations

possess a basic knowledge of computer operation and capabilities with the skills to troubleshoot problems or aid in
user support.

CSIS
Computer Software
Technician

demonstrate the ability to independently create, save, modify and print a document using a word processing program
and appropriate assistive technology

CSIS
Web Development - A.S.
Degree Major

use industry standard tools and techniques to produce, publish and maintain Web sites and Web content.



CSIS
Web Development -
Certificate

use industry standard tools and techniques to produce, publish and maintain Web sites and Web content.

Expected Outcome Performance: 70.0Describe the access control and management features available in the cloud.

ILOs
Core ILOs

Communicate clearly, ethically, and creatively; listen actively and engage respectfully with others; consider situational,
cultural, and personal contexts within or across multiple modes of communication.

CSIS
Information Technology
Certificate

Demonstrate installing, configuring and maintaining computer and mobile devices, including diagnosing, resolving
and documenting common hardware and software.

Demonstrate the proper server operation procedures, maintenance procedures and managing risk associated with real
world networks.

CSIS
Information Technology - A.S.
Degree Major

Demonstrate installing, configuring, and maintaining computer and mobile devices, including diagnosing, resolving,
and documenting common hardware and software.

Demonstrate the proper server operation procedures, maintenance procedures and managing risks associated with
real world networks.

CSIS
Computer Science - A.S.
Degree Major

Prepare a software project to implement a single scientific, mathematical, business, or technical function.

CSIS
Computer Science -
Certificate

Prepare a software project to implement a single scientific, mathematical, business, or technical function.

CSIS
Computer Support Technician 

demonstrate an understanding of computer structure and operations

possess a basic knowledge of computer operation and capabilities with the skills to troubleshoot problems or aid in
user support.

CSIS
Computer Software Technician

demonstrate the ability to independently create, save, modify and print a document using a word processing program
and appropriate assistive technology

CSIS
Web Development -
Certificate

use industry standard tools and techniques to produce, publish and maintain Web sites and Web content.

CSIS
Web Development - A.S.
Degree Major

use industry standard tools and techniques to produce, publish and maintain Web sites and Web content.

Expected Outcome Performance: 70.0Describe security logging and monitoring tools available in the cloud.

ILOs
Core ILOs

Communicate clearly, ethically, and creatively; listen actively and engage respectfully with others; consider situational,
cultural, and personal contexts within or across multiple modes of communication.

CSIS
Information Technology
Certificate

Demonstrate installing, configuring and maintaining computer and mobile devices, including diagnosing, resolving
and documenting common hardware and software.

Demonstrate the proper server operation procedures, maintenance procedures and managing risk associated with real
world networks.

CSIS
Information Technology - A.S.
Degree Major

Demonstrate installing, configuring, and maintaining computer and mobile devices, including diagnosing, resolving,
and documenting common hardware and software.

Demonstrate the proper server operation procedures, maintenance procedures and managing risks associated with
real world networks.

CSIS
Computer Science -
Certificate

Prepare a software project to implement a single scientific, mathematical, business, or technical function.

CSIS
Computer Science - A.S.
Degree Major

Prepare a software project to implement a single scientific, mathematical, business, or technical function.



Course Content

Additional Information

CSIS
Computer Support Technician 

demonstrate an understanding of computer structure and operations

possess a basic knowledge of computer operation and capabilities with the skills to troubleshoot problems or aid in
user support.

CSIS
Computer Software Technician

demonstrate the ability to independently create, save, modify and print a document using a word processing program
and appropriate assistive technology

CSIS
Web Development -
Certificate

use industry standard tools and techniques to produce, publish and maintain Web sites and Web content.

CSIS
Web Development - A.S.
Degree Major

use industry standard tools and techniques to produce, publish and maintain Web sites and Web content.

Lecture Content

Introduction to AWS (4 hours)

Cloud Security Best Practices (4 hours)

Cloud Shared Responsibility Model (4 hours)

Cloud Security Groups (4 hours)

Cloud Network Access Control (4 hours)

Managing User Credentials on the Cloud (4 hours)

Managing SSL/TLS Certificates on the Cloud (4 hours)

Cloud Monitoring and Logging (4 hours)

Cloud based Multi-Factor Authentication (4 hours)

Total hours: 36

Laboratory/Studio Content

Introduction to AWS (6 hours)

Cloud Security Best Practices (6 hours)

Cloud Shared Responsibility Model (6 hours)

Cloud Security Groups (6 hours)

Cloud Network Access Control (6 hours)

Managing User Credentials on the Cloud (6 hours)

Managing SSL/TLS Certificates on the Cloud (6 hours)

Cloud Monitoring and Logging (6 hours)

Cloud based Multi-Factor Authentication (6 hours)

Total hours: 54



Is this course proposed for GCC Major or General Education Graduation requirement? If yes, indicate which requirement in the
two areas provided below.

No

GCC Major Requirements

No Value

GCC General Education Graduation Requirements

No Value

Repeatability

Not Repeatable

Justification (if repeatable was chosen above)

No Value

Resources

Did you contact your departmental library liaison?

No

If yes, who is your departmental library liason?

No Value

Did you contact the DEIA liaison?

No

Were there any DEIA changes made to this outline?

No

If yes, in what areas were these changes made:

No Value

Will any additional resources be needed for this course? (Click all that apply)

No

If additional resources are needed, add a brief description and cost in the box provided.

No Value




